ABCs of eAudiology

10 steps to record keeping & data protection for
eAudiology

No. 10, by William Campbell

Patient data security and privacy is an issue facing clinicians when adopting eAudiology into their practice. It is important
that both staff and clients have a full understanding of any potential risks involved in transmitting personal health
information, as well as their rights under privacy legislation. Clinicians must ensure appropriate security when maintaining
client records and other health information

Where to start?

Familiarize yourself with the relevant privacy legislation in your region. Most areas will have federal as well as state or
provincial regulations in place. Professional governing bodies may also have guidelines that affect the way you interact with
clients and store data. Be sure you have a full understanding of your obligations and responsibilities as well as the
responsibilities of other related staff in terms of safeguarding health information.

Your clinic or agency may have policy related to record keeping and data security. It's important to both familiarize yourself
with such policy, as well as to educate any staff involved in policy development as it relates to eAudiology. In adopting
eAudiology, you may find that your clinic's policies may require revisions to suit this practice.

Review your eAudiology plan. Make sure that your systems and procedures are in keeping with the relevant legislation and
policies. In particular, the security of your videoconferencing solution (if used) as well as data sharing or access software. Be
sure that these platforms meet privacy requirements. Pay attention to the manner in which client information is stored and
what information might not be secure during an online interaction.
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Develop a workable consent procedure that meets privacy legislation and protects you, your staff, and your client during
online interactions. If in doubt, seek legal advice. Either within your clinic/agency, or from outside help. Clients need to
understand exactly what is being transmitted during an eAudiology session, as well as the manner in which their data is
stored.

Be sure that your client data management system that is used in eAudiology is secure. If using a Noah platform, consider
entering only patient names into the Noah database. Or encoding patients with a number that is entered into the software.
Use of a patient code or number when eAudiology sessions use a computer that is at the client site (spoke site) is the best
way to ensure that client data and records are anonymous, even if the equipment is accessed inappropriately.

eAudiology systems built into hearing aid manufacturer software or modules can be considered to be secure in most
instances. However, it is important to review this with the manufacturer. Perform test sessions to ensure that no client data
is visible during the online interaction.

Be sure that offline data and client records are secure and meet privacy legislation and guidelines. Record keeping in
eAudiology is essentially similar to face to face encounters and professional governing bodies as associations generally have
guidelines to cover record keeping and data security. However, it is important to review your clinic's practices to ensure that
you meet current requirements and that security gaps do not occur when adopting eAudiology.

Educate support staff in your eAudiology program, ensuring that everyone involved understands the clinic policy. Practice
test interactions with clients so that all staff will be comfortable in scheduling and supporting eAudiology interactions.

Practice! Perform test sessions so that clinicians understand what is happening from the client's perspective. Be sure that
the client does not have inadvertent access to health data, either their own or others. The clinician should be in complete
control over the information that can be viewed or accessed during a session. Clinicians need to be aware of this and act in
a manner that does not allow viewing of "background" session information.

eAudiology is all about providing better services to clients. When your eAudiology policy and procedures are in order, both
you and your clients will enjoy efficient interactions with minimal risk of inappropriate access to personal health
information. Ensure that the client has a full understanding of the steps you have taken to ensure data security.

Are you up to the challenge?
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